COBpCMCHHBIe BHUIbI KpaK U MOIICHHUYCCTB, COBCPITACMBIX NUCTAHIIMOHHBIM CIroco0omM.

1. OcHOBHOIi MOIIEHHWYECKOI CXeMOil Ha CeroJHSINIHUI JIeHb OCTaeTCs MPEAJIOr: JIepKaTello
0aHKOBCKOM KapThl mpuXxoauT SMS-coobmienne, b0 OCYIIECTBISETCS 3BOHOK, (B OCHOBHOII Macce HoMmep
TejeoHa 310yMbINLIEHHUKA HauynHaercs ¢ nugp 8-495...) u MOLWIEHHUK, IO HNPEAJIOI'OM
SAIIIUTBI  BAHKOBCKOM KAPTbI OT HECAHKIIMOHHUPOBAHHOI'O CIIMCAHUA
JEHEKHBIX CPEACTB, naunHaeT BBIMAaHUBATh y MOTEPIIEBIIETO PEKBU3UTHI €r0 OaHKOBCKOM KapThl PIN-
kox u CVC2/CVV2 (kxox 6e3omacHOCTH — IU(PPBI ¢ 00paTHOM CTOPOHBI KapThl), @ TAK)KE CPOK e€ JACHCTBUA U
JpyTHE TEPCOHATBHBIC JAaHHBIC, T.e. aHAJOTHYHO MPEAJIory pa3OJIOKUPOBKH OAHKOBCKOW KapThl, a TAKXKE MO
MPeIJIOrOM OTMEHBI MOMBITKU 0(hOPMIICHUS Ha MOTEPIIEBLIETO KPEIUTA.

Crnenyer 3HATh M TOMHHTH, YTO HHM OJIMH PaOOTHUK OaHKa HUKOTIAa He OyJIeT HHTEPEecOBAThCS
pekBHu3uTamMu Barieil 6aHKOBCKOM KapTbl, IPU OTMEHE ONepalii, KaK MUHUMYM IPU 3BOHKE, OCYIIECTBICHHOM
3 Oanka, paborHuk B INEPBYIO OYEPE/Ib INOUHTEPECYETCS., Bbl JIM OCYHIECTBJISAJIN
OINIEPAIIMION!! A ecnm naxke y Bac nelCTBHTENBHO MOSBWIOCH COMHEHHE, TO HEOOXOIMMO CBS3aThCS C
0aHKOM, OCYIIECTBHTh 3BOHOK Ha TOPSYYIO JIMHHIO, HOMEpa TelIe(OHOB BCErNla OCTaBISET JIFOOOH pabOTHHK
0aHKa, MOMHTEPECOBATHCS MPOXOIWIM JH KaKue-TO ONepalil WM MONBITKH MEepeBoJa JEHEKHBIX CPEACTB C
Bamero cuera, Hy MM KaK MHHUMYM NONPOCHUTH 4YeJIOBEKA KOTOPLIii ¢ Bamu cBsi3ajicsl U NMpeIcTaBHICS
padoTHMKOM OaHka, JioOble Bamm nanHble, X0TA 0bl (GaMuINK....Hanboabmmii ymepod s rpakiaH
CMoJ1eHCKO#1 00J1aCTH OT IAHHOTO BH/IA.

2. Bropasm cxema, 3TO KOrja JaepxaTenro OaHKOBCKOW KapThl HpuXoauT SMS-cooliieHue o
OJIOKMPOBAHUU €r0 OAHKOBCKOW KapThl, M TAKXKE YKa3aH HOMEp TeleoHa «CITY)KObI TEXHHUECKOUN TOIICPIKKI,
Kak mpaBwio, HaunHaromuiics Ha 8-800-... Korma oH mepe3BaHMBAaeT MO yKa3HOMY HOMEPY, €My OTBEYaeT
SIKOOBI COTPYIHHUK TEXTOJICPKKU OaHKa M MPOCUT €ro MOJOWTH K OaHKOMATy U JUKTYET eMy psii ACUCTBHIA,
4TOOBI CHATH OJOKMPOBKY KapThl. [lanee, Bnaaener «3a0JIOKUPOBAHHON» KapThl BBOAUT U COOOIAET N3BECTHHIE
TOJIBKO €MY JIaHHBIE, TIOCJIC YETO C KapThl CIUCKIBAIOTCS UMEIOIIKECS JIeHEKHbIe cpencTBa. HecmoTps Ha To, 4TO
rpa)IaH MpH MOJy4eHUH 0AaHKOBCKON KapThl MPEIyNpek1atoT, YTOObI OHU HE COOOIIATN HUKAKON HH(pOpMAIIUU
o coeii kapte: PIN-xon u CVC2/CVV2 (kxon 6e30macHOCTH — MUQPBI ¢ 00paTHON CTOPOHBI KapThl), a TAKXKe
CpOK €€ JeWCTBHS M CBOM TCPCOHAIBHBIC JAaHHBIC MOCTOPOHHUM JMIaM. [Ipu BXOXKICHHHM B TPUIIOKEHUE
COepOank-Onnaitn B SMS-yBenomiennn Takxke ayonupyercss HHGoOpManus O TOM, YTOOBl HUKOMY U3
MMOCTOPOHHUX HE CcOoOoOmaNu MpucIaHHbll koa. COTpPyIHHUKH OAaHKOB HHMKOI/JA He 3alpaliuBaeT 3Ty
HHPOPMALNIO, TAKHE CJAy4Yal HOCSAT MOLIEHHUYECKHIl xapakrep. B ciaydasix cOMHHMTeJBHBIX JelcTBHIl
He00X0JUMO MO3BOHUTH MO Tejde(oHAM YKA3aHHBIM HA 0AHKOBCKOM KapTe W 3a0JI0KMPOBAaTh KapTy AJs
NPOSICHEHUS CUTYaLUMH.

3. Crapasi_«KJIacCHYECKasl» CXeMa MOIIEHHUYECTBA, HA KOTOPYH) NMPOAOJKAIT MONAAATh JIMIA
MOKUJIOT0 BO3PACTA: MOIIEHHUKH 3BOHSAT MPENMYIIECTBEHHO B HOYHOE M _BedyepHee BpeMsl M COO0LIAIOT,
yTo «MaM (6adyuab) st monaya B JITII nau B moJuuu0» U MPOCAT JieHer /Ulsl «pelleHus Bonpocay. lanee B
pasroBOp BCTYMAeT JPYroil MOIICHHUK, KOTOPBIM MPEACTABISETCS COTPYIHUKOM TOJIUIMH U YBEPEHHO
COOOMIAET, YTO YK€ HE pa3 MoMOTall JIOJIM TaKuM o0pa3oM. JleHbru, HeoOX0AUMO TIPUBE3TH B OINPEACICHHOE
MECTO U TepeAaTh KOHKPETHOMY YelIOBEKY MO0 3a HUMU MPHUEIeT UX 3HAKOMBIM 4eloBeK, TM0O0 IepeBecTH Ha
YKa3aHHBIN CUET.

4. Eme O0AHUM _PpacnpocTPaHEHHBLIM BWIOM _MOIIEHHHYECTBA SIBJISAIOTCS MOLIEHHUYECKHUE
AelcTBUSI MPH KYIUIU-NPOAAKH TOBAPA M0 00bSIBJIECHHUK), PA3MEIIEHHOMY HA OJIHOM W3 MHOTQYHCJIE€HHBIX
HHTEpPHeT-caiiToB. [Ipu 3TOM 3710YMBINILTEHHUK, MOKET, KAK MPO1aBaTh, TAK U MOKYNAThH TOBAP.

IIpu nmpoaaxxe ToBapa 3JI0yMBIILIEHHUK, KaK NPaBUJI0, NPOCUT NMPEAOIJIATY, COTPOBOXKIAsT CBOIO
MPOCK0Yy pa3NUYHBIMU MPEAJIOTAMU: CPOYHO HYXKHBI JICHBIH, YK€ Halllescs Apyroi mokymartenb U T.0. [locme
MepeBo/ia IEHEKHBIX CPEJICTB B KAUE€CTBE MPEIOTIIATHI, KaK MPABUIIO, CBS3b C MPOJIABIIOM MPEKPAIIAETCS.

IIpu nokynke, 3JI0yMbIIIJIECHHUK MPUOOPETaeT TOBAp, He TOPrysicCh, JU00 BHOCUT MPeAOILIATY 32
CheM JKWJIbsl (KBapTUPHI, JOMa), UMUTHPYS CIENIKy, HEBHHMATEIbHOCTh. OH sKOObI (OJMH W3 BapHAHTOB
MOIIIEHHUYECTBA) TEPEeBOAUT CyMMY OoJbllie, 4YeM TMPOCUT TPOAABEl, HO HA CaMOM Jelieé MPOXOAHT
peructpaumio B npuioxeHun CoOepOank-OnHmaiiH, mpu 3TOM YyOeXJaeT MNpOJaBLOB COOOIIAaTh €My Bce
MIPUCIIaHHBIC JIOTHMHBI M MApOJIH, a 3aTeM OCYIIECTBISET MEPEBOABI JICHEKHBIX CPEACTB C PAa3TMYHBIX CUYETOB
MPOJIaBIla HAa CUET €ro e OAHKOBCKOW KapThl M MIPOCUT YaCTh JICHET TIePeBECTH 00paTHO.

5. PacnpocTpaHeHbl M TaKue BHIbl MOIIEHHHUYECTB, KAK B3JIOM AKKAVHTA B COUMAJILHBIX CETAX H
pacchblIKa JIPY3bSIM _T0JIb30BaTE/Is1_CO00IIIEHNIl 0T ero MMeHH ¢ Npoch00ii 0 mepeuyncjeHun JieHer, npu
ITOM_Tejie)OHHOT0 KOHTAKTA He MPOMCXOIMT. A pealibHblil BJiajiejell COIUAIbHOW CTPAHMIBI jIa:Ke He
10/103PEeBAET, YTO OT €r0 MMEHHU NPOCHT JIeHer.

Wnu ke mocne pa3MenieHus o MpoJiaXke 4ero-1mdo B CETH MHTEPHET, HAUMHAIOT TpUxoauTh SMS-coobmenus 00
oOMeHe M yKa3bIBaeTCsl CChUIKa, MEpens MO KOTOPOW MOKHO MOCMOTPETh TOBap M ycioBus oOMeHa. Ho Ha
caMoOM JieJie Tepeiis Mo CChIJIKE, YCTaHABIUBAETCS MPOrpaMMHOE OOecreueHre, KOTOPOe BBIBOJIUT JACHEKHBIC




cpencTBa ¢ 0AaHKOBCKOHM KapThl (€CIM MOJAKIIOYeHa yciryra «MoOWIbHBIN OaHK»), OJOKHUPYeTCs MOCTYIICHUE
sms-cooOmmenuii ¢ Homepa 900 (Hambonee MOABEPKEHBI MOOWJIBHBIE TEPMUHBI C OMNEPAMOHHON CHUCTEMOM
AHnpoun).

6. OTHUM M3 HOBBIX CIOCO0OB MOIIEHHUYECTB, SIBJIfIETCS 3aBJIa/IeHHE PEKBU3UTAMU 0AHKOBCKHX
KAapT MO NPeJIOroM NpeI0CcTABJIeHUH YCIVIH JOCTABKH TPY30B MJIH NOe31KH 110 00bsIBJIEHUSIM cepBHCca
noncka nonyrunkoB «BlaBlaCary.

MoIllleHHUKN PErucTpUpyrOTCs B COOOIIECTBE IMOMYTYMKOB, IMpENaraioT MOJBE3TH XKEPTBY U JHOO
TpeOYIOT TpenomiaTy yepe3 (QUITMHTOBBIA CANT, JIMOO MBITAIOTCS PA3IMYHBIMU CIIOCOOAMH Y3HATH PEKBU3UTHI
0AaHKOBCKHUX KapT.

Momennuku pasmemaror Ha BlaBlaCar oObsiBieHHS 0 CBOOOAHBIX MECTaX B MalllMHE, HUYEM HE
OTJIMYAIOIIMECS OT HACTOSALIUX, U JIaXKe LIEHbI YKa3bIBaIOT B Ipejeiax HOpMbL. MapuipyTsl OHM BHIOMPAIOT Kak
MONYJISIPHBIC, TaK U HE OYECHb.

Korna nonp3oBaTenb OTKIMKaeTcs Ha OObsIBICHHE, MOIIEHHUKH B yaTte Ha caiite BlaBlaCar mpocar ero
cBs3aTbes ¢ HUMU B WhatsApp u oTnpasisitor Homep TenedoHa. [ToCKONBKY MONMTHKA CepBUCA 3alperiacT
MepecbuIaTh B COOOIIEHUAX KOHTAKTHBIE IaHHbIE, «BOJIUTEINbY MHUIIET HOMEP CIIOBAaMHU.

OOcyxeHue ieTaieil moe3 KU TOXKE Ha MEePBbIN B3I/ HE BHI3BIBACT MO03pEHUN. MOIIIEHHUKH OXOTHO
MOJAJEPKUBAIOT Pa3rOBOpP 00 MHTEPECYIONIMX Maccakupa MOAPOOHOCTAX W JlaXe caMH 3aJal0T YMECTHBIC B
KOHTEKCTE MOE3KH YTOYHSIOIINE BOIIPOCHI.

Korna peun 3axoaut 00 omaTe MOE3KH, KEPTBE MPEUIaraloT «KyHIUTh OMIIET» MO CChUIKE SKOOBI Ha
BlaBlaCar (Ha3Banue cepBuca MPUCYTCTBYET B ajapece caiita). [loueMy Hag0 BOCHONB30BATHCS UMCHHO TaKUM,
HEMPUBBIYHBIM JJII TIOCTOSIHHBIX MOJIb30BaTeneil miaThopMbl, (GOpMAaTOM OIUIATHI, OOBACHSAIOT MO-Pa3HOMY.
Hanpumep, oawH KyJauK yTBEPKIAET, YTO OH «O(HIIMATLHBIA BOJWUTEIH» M HAJUYHBIC HE TOJACpXKHUBAcT. B
JIpyroM ciy4ae yOeauTh KEepTBY HbITal0TCA OOHYycaMu M KAIIOEKOM, KOTOpPBIE BOJIUTENb SKOOBI MOJIYYUT MPHU
OIuIaTe Yepe3 CamT.

Ha camom nene Hukakux owieroB BlaBlaCar He npogaer.

Hcnonp3yiiTe HaIeXKHYIO 3alIUTY, KOTOpas 3a0JI0KUpYyeT (PUILMHIOBBIN WM MOIIEHHUYECKUHN CalT, eciu
BBI MOMBITAETECh HA HETO MEePEUTH.

7. Takke aKTYaJbHOW CXeMOil MOIIEHHHMKOB SIBJSIETCS NPEJIOr NMOKYIKH _aKIHUi _KPYINHBIX
FOCYIAPCTBEHHBIX (KOMMepPYeCKHX) NPEeANPUATHIL B OCHOBHOM 3HEPI0 — PECYPCHBIX.

8. Kpome TOro mocTynawT 3BOHKH OT MOIIEHHHUKOB MO0/ NMPeIJI0roM JIONOJHUTEIbHOI0 3apadoTKa
HA _OMpKeBbIX IUIONIAAKAX 10 TOPIrOBJM _AKHUAMH, OOJUrallUsiMU_¥__HMHBIMHU _NPOM3BOJAHBIMH
HHCTPYMEHTAMH.

Bce BHIBI MOIIEHHHYECTB U KPaxK [I€HEKHBIX CPeICTB ¢ 0aHKOBCKHX KapT, cOBepHIaeMbIX
AUCTAHIIHOHHBIM CIIOCOOOM, HEBO3MOKHO ONMUCATH, T.K. OHU MOCTOSTHHO BH/IOU3MEHSIIOTCH, HO CIOCOOBI
3aIUTHI OT HUX OCTAKTCH HEUM3MEHHbIMM:

— He coobmaiite arnkomy PIN-kox u CVC2/CVV2 (kon 6e3omacHocTH — ITUGPBI ¢ 00paTHON CTOPOHBI KapThI), a
Tak)Xe CpOK e€ JEeMCTBUs U CBOU MEepCOHANbHbIE AJaHHble. Hu oquH 6aHK He Oyaer mo TenedoHy crpaiuBaTh y
BaC 9TU PEKBU3UTHI. J[JIs 3a4nCIIEHUs CPEJICTB Ha Balll CYET JOCTATOYHO JUIIH 16-3HAYHOTO0 HOMEpa, YKa3aHHOTO
Ha JIMIEBON CTOPOHE KAPTBHI.

— He cooOmraiite HemzBecTHBIM JuiiaMm PIN-kox 11t BXoma B Ball OHJIAWH-O0AHK - Ui MEpeBOJA JACHEKHBIX
CPEZCTB 3TO HE TpebyeTcs.

— He ucnonp3yiite KapThl C OCHOBHBIM CBOMM (DTHAHCOBBIM KAITUTAJIOM JIJIsl OTUIATHI B ceTH MHTEpHET.

— He pexomenyetcss BXOJUTh B UHTEPHET-0aHK C UY>KUX KOMITBIOTEPOB HIIM W3 MYOJWYHBIX HE3al[UIIEHHBIX
cereit Wi-Fi.

— Ha nuyHoM xommbroTepe, cMapTQoHe, MIaHIIeTe YCTAaHOBUTE aHTUBHPYCHOE MPOTPaMMHOE OOecliedeHne U
CBOEBPEMEHHO €r0 OOHOBIISIUATE.

— He ckauuBaiite Qaiinbl 13 HEMPOBEPEHHBIX UCTOUYHUKOB ((haliI000MEHHBIE CEpBUCHI, colluabHbie ceTH). He
MEePEXOUTE MO CChIIKaM Ha WH(GOPMAIIMOHHBIE PECYpPCHI, MOJTYyYEHHBIX OT COMHHUTEIBHBIX MCTOYHWUKOB. He
OTKpBIBaiiTe (paitiIbl U3 MOTO3PUTEIBHOM AINEKTPOHHON OYTHI.

— Ilpu 3BOHKe 0 MOMABHIMX POJACTBEHHHKAX B MOJHMIMIO: HE TMAHUKYWTE, 3aJlaiTe BOMPOCH JIUYHOTO
xapaktepa (XoTs Obl KaK 30BYT BalllUX POJCTBEHHHMKOB M WX ONU3KHX), MPEPBUTE Pa3rOBOP M TMOMBITAUTECH
CBSI3aTHCS C TEM POJCTBEHHUKOM, KOTOPHIH SIKOOBI TTonan B O6emy;

— Ilpu mpocbbe 00 ofgomKEeHHH ACHET B JOJT, MOCTYMHBIIECH B COIUANBHBIX CETSAX, yOeAUTECh, UTO MpOchOa
MpHILLJIa UMEHHO OT TOTO JIMIIA, KOTOPOE MPOCUT — IIPOCTO MEPE3BOHUTE EMY.

YMB/ Poccun no CMosieHCKOMH 00J1acTH
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